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         Transgression is not immoral. Quite to the contrary, it reconciles the law with 

         what it forbids; it is the dialectical game of good and evil (Baudrillard, 1987: 81).

In our constant efforts to maintain a civilized, or at least an orderly, society in the face of  dramatic social  changes, the tension between doing right and doing the opposite often blends into blurry, but competing,  boundaries where the two merge into a grey vortex  making the distinctions between each less than clear.  Baudrillard (1987: 15) observed that our private sphere now ceases to be the stage where the drama of subjects at odds with their objects and with their image is played out, and we no longer exist as authors or actors, but as terminals of multiple networks. One arena where this networked dialectical dance between "right" and "wrong" play out,  computer hacking, helps illustrate the tension between hacker antagonists and law enforcement protagonists.

In the context of massively destructive hacker behavior since 2000, the "ethical flaws" of the hackers of the "golden age" of hacking (1984‑1992) seem almost quaint, even trivial.  Yet,  ironically, media and law enforcement anti‑hacker rhetoric of the early major 1990s seems, even today, far more vitriolic in demonizing hackers as "evil," "mad," or "among the most dangerous criminals in America" than the current discourse.  As Nissenbaum (2004) and Thomas (1990b, 1990c) note, the discourse reflects government attempts to establish normalcy during social transformation and to socially construct a new cultural group as "evil" using familiar terms and images. In retrospect, the rhetoric of law enforcement and of other "moral entrepreneurs" of the late 1980s and early 1990s can be seen as an example of how symbolic manufacturing and pursuit of demons can lead to equally demonic excesses that may create ethical transgressions greater than those being controlled.

In this paper, I examine the dual ethical frameworks  underlying the enterprise both of computer hackers and social control agents in the late 1980s and early 1990s, and challenge the view that one was the antithesis of the other. I suggest that law enforcement responses in the hacker "golden age" reflect a "moral panic" (Cohen, 1972) that derived from the demonization of hackers out of proportion to the treat. I  focus on selected incidents in the golden age of hacking as icons‑‑symbolic signposts‑‑that illustrate how hacking both constituted and reflected ironic ethical ambiguity between the enforcers of the law and those who transgressed it. I conclude by offering some observations about the relevance of this dance between "good and  evil" for contemporary issues.

                                                        WHO CARES?
 There are many reasons remain why periodically revisiting the ethical issues underlying computer hacking is useful. First, while general principles of right and wrong remain fairly constant, the perspective and context in which behaviors are judged often shift.  Too often, we impute an automatic link between illegal behaviors and ethics and forget that the criminalization of "deviant acts" transforms and reduces broader normative meanings to legal ones. Once a category of behaviors has become defined by statute as sanctionable, the behaviors so‑defined assume a new set of meanings. These may obscure alternative nuanced images that guide those who engage in such behaviors, those who enforce 

laws and norms that prohibit them, and those who reflect on them in later years, such as the 

contributors to this volume.  More simply,  in the late 1980s and early 1990s, good guys were perceived to wear white hats (and carry law enforcement badges), bad guys wore black (and hid behind keyboards). 

Second, while ethical conceptions of right and wrong are fairly stable, increased understanding of the nature of actions once considered unethical may be re‑examined with new sensitivities.  For example, cohabitation between unmarried couples that has become increasingly common since the 1960s, was once considered unequivocally unethical and an example of "moral social decay." This acceptance did not so much involve a shift or redefinition of fundamental principles of "decent" folk as much as it did a new appreciation for the motives, rationale, and benefits of cohabitation, accompanied in part by changing sexual norms and a reduction in asymmetrical power relations between men and women.  Similarly, the ethical judgments of hacking, too, have undergone transformations resulting from changing cultural, technological, and political contexts that challenge old ways of behaving and looking at things.

One example of imposing familiar concepts on new behaviors occurred in the ways in which legal concepts such as "burglary," "trespassing," or "theft," terms that have a reasonably unequivocal meaning in a world of material objects, became opaque, even absurd, when applied to cyberspace. Yet, prosecutors invariable used such legal terminology in their indictments. By metaphorically invoking images of home intruders and thieves, legal rhetoric manipulated the meaning of hacking behavior to successfully‑‑some might say cynically‑‑demonize the participants. The indictments transformed "bad acts" into a formally sanctionable ones by creatively linking the act to more familiar predatory behaviors, such as "breaking and entering" (e.g., Riggs and Neidorf, 90‑CR‑0070, Northern District of Illinois, Eastern Division).

From this follows a third reason for revisiting the ethics of hacking:  It allows us to rethink and clarify issues we once thought settled.  The "hacker crackdowns" from 1989‑91 seemed to clearly  demarcate the "good guys" (The U.S. Secret Service and other law enforcement agencies) and the "bad guys" (teenage hackers). The mainstream media uncritically accepted law enforcement definitions of events, thus perpetuating the demonizing of the computer underground and hackers. In hindsight, and with the sophistication of more recent forms of computer malfeasance, such as denial of service attacks, ubiquitous spam, identity theft, and Internet fraud, the actions of the early hackers seem tame. Yet, the stigma remains.

Fourth, as Nissenbaum (2004: 211) observes, the shifting meanings of "hacking" do not cause those identified with the earlier definitions to disappear. Nor does transformation totally eradicate the original hacker ethos, even if rejected by newer participants. Rather, hackers become marginalized, and:

     ...these hackers lose their robust identity and with that goes recognition

     of their ideas, ideals, and ideologies that comprise an alternative

     vision for a networked society (Nissenbaum, 2004: 211).

Finally, previous research (e.g., Haffner and Markoff, 1991;  Littman, 1996; Meyer, 1989a; 

Meyer and Thomas, 1990; Platt, 1996; Sterling, 1990; Taylor, 1999) provided balanced and 

detailed accounts of the period. Revisiting the ethics of hacking allows us to put the past into 

contemporary perspective, using the occasion as a lens through which to view contemporary 

issues, both online and off.

What's a Hacker?  
The definition of a "hacker" has changed since the term was introduced in the 1970s, shaped by competition over new definitions, visions, preferred policies, and technological standards (Nissenbaum, 2004: 196). Those who were once seen as "ardent (if quirky) programmers capable of brilliant, unorthodox feats of machine manipulation" (Nissenbaum, 2004: 196) were redefined as criminals, terrorists, and today have become marginalized as a threat to the commonweal.

Currently, hacking connotes pejorative attempts to gain unauthorized access to computers. But, when the term was first introduced in the early 1960's, it was applied to a group of pioneering computer afficionados at Massachusetts Institute of Technology (Levy, 1984) who "typically had little respect for the silly rules that administrators like to impose, so they looked for ways around" (Stallman, 2001). In the 1960s‑1970s, a hacker was simply someone obsessed with understanding and mastering computer systems.  The late cyberspace futurist Robert Bickford (1990) captured this with his classic parsimony in defining a hacker as "any person who derives joy from discovering ways to circumvent limitations." These definitions may have accurately depicted the hacking culture from the 1960s to the early 1980s, but by the early 1990s, that world began transforming dramatically from the culture described by Levy and Bickford.

The expansion of computer technology in the 1980s, coupled with declining prices for PCs and  the emergence of modems, created the opportunity for computer hobbyists to connect with other computers and each other.  The early potential to interact with other computer users appealed 

especially to talented youth. The exploration of computer technology in ways not readily accessible to the general public was appealing, and cyberspace became a privileged playground that was fun, challenging, and that conferred status on those who mastered the territory.  The ability to dial into other computer systems led to the development of bulletin board systems (BBS) software that allowed groups of computer users to electronically communicate with each other in a single "place" into which the participants dialed. This had several significant consequences.  First, it allowed for more efficient mass communication between young enthusiasts, because they could quickly share information with their peers in a centralized location.  Second, with the growth of BBSes and the spread of the underground culture, competition between among participants and between BBSes often became intense, and a status hierarchy emerged with elite hackers at the top and "lamerz" (hackers lacking talent) at the bottom. 

The emphasis on sharing knowledge and displaying "trophies" in the form of documents or files harvested from invaded computer or telephone systems fed the rapid growth of a wide‑spread 

subculture generically referred to as the  computer underground (Meyer, 1989a, 1989b).  Often 

perceived as cultural deviants, law‑breaking miscreants, or renegade sociopaths, the so‑called "hacking culture" did not have a particularly good image.  In fact, some media commentators fueled law enforcement excesses by reinforcing the hackers‑as‑demons imagery (Thomas, 1990b, 1990c).  As hacking became increasingly associated with computer intrusions and unauthorized telephone calls, some observers tried to distinguish between "hackers," those who explored systems motivated by the quest for knowledge, and "crackers," bored adolescents, who were just maladjusted computer criminals bored with school (Icove, Seger, and VonSorch, 1995: 62‑63).  But, ironically, the origins of hacking were arguably grounded in what the original participants saw as an ethical, even noble, pursuit.  Law enforcement agencies, however, had a different metaphor, and they set on a mission, a jihad, to purify cyberspace from the invading vandal hordes.

                                 THE "GOLDEN AGE" OF HACKERS
Through a combination of growing sophistication of communication networks, increased technological skills, and minimal law enforcement oversight, the computer underground grew dramatically in the early 1980s.  The 1983 movie War Games romanticized the image of a bright‑but‑alienated teen who, despite stepping across legal boundaries, ultimately uses hacking skills to save the world (albeit one he had put in danger by hacking).  However, this romanticized image of hacking began to change.  In 1982, members of the Roscoe Gang, a group of hackers in which the legendary Kevin Mitnick was an early member, were sentenced.  Further visibility came between 1983‑84 with the arrests of members of the Inner Circle and the "414s," a group of Milwaukee computer whiz kids who had broken into computers across the country, and with other less high‑profile arrests (Landreth, 1985; Levy, 1984).  Despite, or perhaps because of,  these arrests, there arose what some have described as "the golden age of hacking."

The Golden Age

Cultures, even relatively young ones, often include a "Golden Age," a period of relative harmony, a strong sense of group identity, relative stability and growth, and prosperity. Golden ages generally grow out of a period of shared goals and interests, the means to attain those goals, and significant rewards for goal‑attainment. While attempts to delineate a golden age are oven arbitrary, even contentious, the golden age of hacking separates the transition from when hackers emerged as a somewhat unified national and international culture of primarily teenagers to a shift when hacker unity and normative consensus began breaking down.

The metaphorical "Golden Age of hacking" arguably emerged  between 1984 and 1990. Although some observers might argue that it began and ended earlier, this era was the fruition of the technological and subcultural processes that provided the means, motives, and opportunities for hackers to form a unified subculture.  During the period, the first significant hacker publications appeared, beginning in 1984 with the hard‑copy magazine 2600: The Hacker Quarterly (http://store.yahoo.com/2600hacker), oriented primarily toward telecommunications technology.  In 1985, PHRACK, the first major hacker electronic newsletter (or "E‑zine") appeared (see http://www.phrack.org). Phrack was the most influential and visible of the "hacker e‑zines", and was followed by Legion of Doom/H Technical Journal in 1987 (http://www.etext.org/CuD/LoD/index.html), an intense competitor with Phrack; P/Hun in 

1988, featuring playful anti‑security commentary; PIRATE in 1989(http://www.etext.org/CuD/Pirate/index.html),  a defense‑‑or at least a rationale‑‑for software 

"hobbyists who explored unlicensed software;" and emerging out of the hacker crackdowns in 

March, 1990, Computer underground Digest (CuD) (http://www.soci.niu.edu/~cudigest), a news and analyses publication focusing on the culture of the computer  underground.

These and other hacker‑related electronic publications (see http://www.etext.org/CuD) provided 

a forum for sharing information, news, and‑‑more importantly‑‑making the computer underground culture highly visible and bringing it to the mainstream.  Along with the E‑zines came thousands of Bulletin Board Systems (BBSes), which were messaging systems accessible to anybody with a computer, a modem, and a telephone.  BBSes were cyberspace hangouts, akin to the offline coffee shops of the Beat generation. The growing number of  participants in the computer underground came together to forge their online identities in hacker virtual communities, compete for status, engage in  competition with other hackers, and pursue their specialized technological and  other interests.  With BBS names like Plover‑Net, Swap Shop, Private Sector, Demon Roach Underground, Ripco, Metal Shop, The Phoenix Project, and Black Ice, elite hackers rubbed ASCII elbows with "wannabes," and the culture of talented computer explorers provided a background for less‑serious participants to act out fantasies of anarchy, rebellion, and anti‑authority role‑playing. Elite members adopted "handles," or aliases, such as The Mentor, Phiber Optik, Dr. Ripco, Taran King, Hatchet Molly, and Terminus. Despite the public view that the handles provided anonymity, many of the major participants knew the

identities of each other, and were in regular contact by telephone or face‑to‑face meetings. Despite the dramatic variety of interests, competence, and backgrounds, this diverse group of underground participants also became known as "hackers," usurping the title from the earlier and more conventional technological explorers. The emergence of Usenet, a world‑wide asynchronous messaging system, provided instant communication for millions of users and thousands of topics.  But, one of the most significant communication tools for hackers was Internet Relay Chat (IRC).  Written in 1988 by Finnish programmer Jarkko Oikarinen (Oikarinen, nd), IRC allowed users to engage in the computer equivalent of multiuser party line ASCII conversations in real time, instantaneously share computer text files or programs, and do so either privately or in relatively inaccessible "chat rooms." In such "rooms" as #hack, #warez, dozens of others, hackers and hacker wannabees shared gossip, tips, and other information as the culture flourished.

Although skirting the law, most elite hackers nonetheless perceived their motives to be fairly noble. The mantra "knowledge wants to be free," attributed to Stuart Brand in 1984, reflected the belief that commercialism breeds secrecy, and secrecy is anathema to the free flow of information.  Brand founded The Well (Whole Earth 'Lectronic Link), a public teleconferencing system in Sausalito, California, which was an early Mecca for intellectuals and computer experts to engage in serious online discussions of current topics, including computer hacking and law enforcement excesses in responding to it.  It drew national media attention  when the March, 1990, issue of Harpers Magazine published an article from the discussion forum on "the ethics of hacking" ("Harpers Forum," 1990)  which brought together protagonists and antagonists from all sides of the issues.

While not all Well members agreed with the mantra that "knowledge wants to be free, there was 

widespread belief that hacking to spread information and prevent secrecy is not only fun, but also a moral imperative (Barlow, 1994).  As a consequence, hackers perceived themselves as ethical outlaws, or cyber‑Robin Hoods for whom the motives of the act, not the rules proscribing the act, defined the morality of their enterprise. The mantra "hacking is a moral imperative" provided the primary precept for the hacker ethic and their primary goal of knowledge acquisition. Levy (1984: 26‑36) identifies six "planks" of the original hacker ethic, but which has declined dramatically in the past decade:

    1. First, access to computers should be unlimited and total:"Always yield to the Hands‑On              Imperative!"

    2. Second, all information should be free.

    3. Third, mistrust authority and promote decentralization.

    4. Fourth, hackers should be judged by their prowess as hackers rather than by formal                   organizational or other irrelevant criteria.

    5. Fifth, one can create art and beauty on a computer.





    6. Finally, computers can change lives for the better.

PHRACK, recognized as the "official" phreak/hacker newsletter, expanded this creed with a 

rationale that can be summarized in three principles ("Doctor Crash," 1986). First, hackers rejected the notion that "businesses" are the only groups entitled to access and use of modern  technology. Second, hacking was a major weapon in the fight against encroaching computer technology, in which corporate control of technology and software copyright was seen as antithetical to the lofty goals of freedom and exploration, and government authority was perceived as something to be resisted.  In fact, "Eric Corley," the major leader of the phreaking underground and editor of 2600: The Hacker Quarterly, argued that it was a Constitutional right to hack into the telephone system (Clark, 1992). Finally, the high cost of computer equipment was at the time beyond the means of many people, which resulted in the perception that hacking and phreaking were the only recourse to spreading computer literacy to the masses. Hacking was seen 

as but a noble calling:

       Hacking. It is a full time hobby, taking countless hours per week

       to learn, experiment, and execute the art of penetrating

       multi‑user computers: Why do hackers spend a good portion of

       their time hacking? Some might say it is scientific curiosity,

       others that it is for mental stimulation. But the true roots of

       hacker motives run much deeper than that. In this file I will

       describe the underlying motives of the aware hackers, make known

       the connections between Hacking, Phreaking, Carding, and Anarchy,

       and make known the "techno‑revolution" which is laying seeds in

       the mind of every hacker. . . .If you need a tutorial on how to

       perform any of the above stated methods {of hacking}, please read

       a {PHRACK} file on it. And whatever you do, continue the fight.

       WHETHER YOU KNOW IT OR NOT, IF YOU ARE A HACKER, YOU ARE A
       REVOLUTIONARY. DON'T WORRY, YOU'RE ON THE RIGHT SIDE (italics

       added) ("Doctor Crash," 1986).

The romantic view of being part of a social revolution was the core of the hacker identity and 

provided the justification for computer intrusion and attempts to subvert authority.  Hackers freely acknowledged that their activities were occasionally illegal. But, illegality did not, in their view, necessarily translate into unethical behavior.  Considerable emphasis was placed on limiting violations only to those necessary to gain access into and learn about a computer system, and they displayed hostility toward other hackers who transgressed beyond  these limits.  Most experienced hackers grew increasingly suspicious of young novices too often entranced with the "romance" of hacking. Elite hackers complained continuously that novices were at increased risk of apprehension. They also tended to "trash" accounts on which experienced hackers had gained and hidden their access, either by inadvertently damaging files or clumsily revealing their presence to system administrators.  Nonetheless, experienced hackers took pride in their ethic of mentoring promising newcomers into the ethics and skills of hacking, both on BBSes and in newsletters, as one high‑profile mentoring hacker described:

       Welcome to the world of hacking! We, the people who live outside of

       the normal rules, and have been scorned and even arrested by those

       from the 'civilized world', are becoming scarcer every day. This is

       due to the greater fear of what a good hacker (skill wise, no

       moral judgements here) can do nowadays, thus causing antihacker



       sentiment in the masses.  Also, few hackers seem to actually know

       about the computer systems they hack, or what equipment they will

       run into on the front end, or what they could do wrong on a system

       to alert the 'higher' authorities who monitor the system. This

       article is intended to tell you about some things not to do, even

       before you get on the system. We will tell you about the new wave

       of front end security devices that are beginning to be used on

       computers. We will attempt to instill in you a SECOND IDENTITY 

       (emphasis added), to  be brought up at time of great need, to pull you out 

       of trouble. (P/hacker newsletter, 1987: http://www.textfiles.com/hacking/hack1.hac)

The phrase "second identity" is revealing, because it reaffirms the belief that hacking was more than role‑playing. It was an identity that became an off‑line persona, a calling, and replaced‑‑or at least existed in uneasy tension‑‑with the more visible "self" presented in everyday life.

In sum, the attraction of hacking  and its attendant lifestyle centered on three fundamental 

characteristics: The quest for knowledge, the belief in a higher ideological purpose of opposition 

to potentially dangerous technological control, and the enjoyment of risk‑taking. Rather than see

hacking as simply unethical, an alternative interpretation would be to view the participants as primitive rebels attempting to create dissonance in order to bring social meaning in what they perceived as an increasingly meaningless world (Milovanovic and Thomas, 1989).  Much like the youth culture of the 1960s, hackers of the Golden Age were creating what they perceived as an ethical alternative culture that provided an antidote to the unethical corporate and government control of knowledge technology.

         THROUGH THE LOOKING GLASS: JOE MCCARTHY IN A LEISURE SUIT
Witch hunts are about images and social control.   They have typically occurred during  times of social upheaval as  a way of re‑affirming normative  boundaries or providing social  unity in the face of a perceived threat.   In the 1950s, too, the imagery of good against evil was  played out in media portrayals, political rhetoric, public ideology, and legislation. The public was whipped into a  paranoid frenzy by the creation of mysterious alien demons, in which the ends justified the means in the scourge must be exterminated.

Similarly, between 1989‑1991, public demonization of  hacking and an ensuing "moral panic" 

originated primarily as the result of law enforcement crackdowns and extreme rhetoric used to stigmatize bright teenagers with an anti‑authoritarian bent and exceptional technological skills.  The U.S. Secret Service, the agency most responsible for investigating computer intrusions, responded to the demons with witch hunts (Thomas and Meyer, 1990).  Witch hunts are battles over images of good and evil, and how the "evil" should be controlled (Cohen, 1972).  They generally emerge during periods of significant social or cultural change, and function to preserve the existing social order.  The demonizing rhetoric of both law enforcement and the media depicted this new breed of "outlaw" as folk devils (Cohen, 1972) who posed a threat to society as they terrorized decent citizens from their hideouts on the electronic frontier.  Hackers represented a new type of social demon as the techno‑revolution seemed to challenge definitions of law, property rights, privacy, and conventional social control strategies. The imagery of good against evil was played out in media portrayals, political rhetoric, public ideology, and legislation.  The public was whipped into a paranoid frenzy by the fear of teenage master criminals who allegedly could bring down the nation's E911 systems, disrupt telecommunications, or even launch military satellites. The urgent need to control them justified the extreme  means in removing the scourge from the public midst.

The demonizing rhetoric was not subtle.  Because hackers freely shared information and worked 

in loosely affiliated groups, law enforcement rhetoric evoked the rhetoric of "conspiracies" and 

"criminal rings" (e.g., Camper, 1989; Computer Hacker Ring, 1990; Zablit, 1989). The media 

and other observers contributed to the demonization by portraying them as "modem macho" evil‑

doers (Bloombecker, 1988), morally bankrupt (E. Schwartz, 1988), "electronic trespassers" 

(Parker:  1983), "crazy kids dedicated to making mischief" (Sandza, 1984a: 17), "electronic 

vandals" (Bequai: 1987), a new or global "threat" (Van, 1989), saboteurs ("Computer Sabateur," 

1988), monsters (Stoll, 1989: 323), secret societies of criminals (WMAQ, 1990), "'malevolent, 

nasty, evil‑doers' who 'fill the screens of amateur {computer} users with pornography'" (Minister

of Parliament Emma Nicholson, cited in "Civil Liberties," 1990: 27), "varmints" and "bastards" 

(Stoll, 1989: 257), and "high‑tech street gangs" ("Hacker, 18," 1989). Stoll (cited in J. Schwartz, 

1990: 50) has even compared them to persons who put razor blades in the sand at beaches, a

bloody, but hardly accurate, analogy. Most dramatic is Rosenblatt's (1990: 37) attempt to link 

hackers to pedophilia and "snuff films," a grotesque analogy clearly designed to inflame.  Or, as Maricopa County (Arizona) hacker‑hunting prosecutor asked, "What other group of criminals... publishes newsletters and holds conventions?" (quoted in Sterling, 1992: 181).
With such hyperbole, the witch hunts were fairly easy to conduct and justify.

The witch‑hunt metaphor may seem a bit hyperbolic in describing the demonization and pursuit of hackers. However, bathos helps illustrate how the hacker crackdowns reflected the ethical dark side of social control.  For example, even as they attempted to protect the commonweal, law enforcement agents also engaged in numerous rhetorical, intrusive, and other excesses in public perceptions to justify massively intrusive raids, confiscation of property beyond anything justified by alleged offenses, and disrupting the lives of hackers, their families, and friends (e.g., Sterling, 1992; Thomas and Meyer, 1990).  This caused a number of observers, such as the Electronic Frontier Foundation (EFF), Computer underground Digest (CuD), civil libertarians, and others, to question the ethics of law enforcement personnel and their policies.  Ironically, the crackdowns contributed to the civilization of "The Electronic Frontier" as civil libertarians rushed in to protect rights.  In June of 1990, Mitch Kapor, who made his fortune as software developer of Lotus 1‑2‑3,  and John Perry Barlow, a former lyricist for the Grateful Dead,  founded the EFF,  dedicated to protecting civil liberties in cyberspace.  Contrary to hysterical headlines in the Washington Post and elsewhere, the EFF was not created simply to defend hackers.  It's founding mission then‑‑as today‑‑was to protect Constitutional rights in cyberspace, especially those of free speech, privacy, and protection of rights of prosecuted hackers.  The EFF castigated the Secret Service for its excesses, lobbied for legislation to protect cyber‑liberty, and used the hacker crackdowns as a launching pad to raise awareness of, and create protections for, the rights to free expression in cyberspace. A few examples illustrate the ways in which law enforcement agents lost the ethical high ground in responding to the "hacker menace."

Excessive Force.
One area of civil libertarian concern was the excessive force used by law enforcement agents when they raided suspected hackers. From the reports of teenagers and their families, and confirmed by law enforcement personnel, it was not uncommon for agents to burst into homes with guns drawn, using as much force and threatening as much firepower to "subdue" teenagers at their computers as they would Columbian drug lords in their armed sanctuaries.  Influenced by the demonizing rhetoric of the time, law enforcement personnel claimed when I interviewed them for a series of Computer underground Digest stories in 1990 that they were pursuing  possibly dangerous offenders who posed a threat to society. It was possible, they argued, that a raided teenager or family members might be armed and would begin firing. Worse, they argued, without massive and rapid force, the hackers might hit a "fail safe" computer key and destroy all evidence or, more devastating, trigger a destructive software program that could disrupt public utilities.  Facing such a threat to national security, how could agents not take all necessary precautions?

One dramatic example of excessive force was recorded in early 1990 when U.S. Secret Service 

agents burst into a young Illinois teenager's home late at night, startling  him and his family.  The 

agents rushed into the youth's bedroom where he was still on the computer.  According to one witness, when the youth turned in his chair to face the entering agents, the special agent in charge placed her gun to his head and said, "Touch that keyboard and die" (Anonymous witness, 1990: Personal Communication).

A more visibly dramatic example of a police raid occurred on March 8, 1990, when Fox News 

entrapped a rival California journalist who, while working on an expose of Fox sensationalist 

programs such as Current Affair, merely attempted to use a false password, allegedly provided to him by a friend who who worked in the Fox office, to access files on a Fox computer system in New York.  A Fox staff member tipped off supervisors who in turn‑‑not missing an opportunity for a story‑‑tipped off local police, who opted for a dramatic raid.  A Fox news crew from Los Angeles accompanied the police, filmed, and later broadcast the raid on Stuart Goldman, who Fox dubbed  The Hollywood Hacker." The televised footage of the raid depicts a swarm of police officers, camera crew in tow, charging‑‑guns drawn‑‑into the living room of a frightened, bespeckled, and doughy middle‑aged man, whose primary crime was "messing with Fox" (Thomas, 1990a). Although most of the charges against Goldman were later dropped, the collusion between the Los Angeles Police Department and Fox News to sensationalize the image of "danger hackers" fed public fears. These fears became the justification for enforcing existing social norms, laws, and values of property rights, information control, behavior in cyberspace.  Violations became a form of heresy in which hackers were judged to be profaning a sacred moral order in ways that threatened the commonweal as well as the ideological grounds on which it is based. This, in turn, justified the extreme responses by law enforcement.

"It's Ours Now!" Confiscations
If hackers stepped over the law in their activities, so too did law enforcement creatively bend and 

twist existing laws to pursue suspects and confiscate their property. Kerr (2003: 1597) cited Chief U.S. Supreme Court Justice Oliver Wendall Holmes' observation that, when enacting legislation, fair warning should be given when enacting a new crime to put it in language the world can understand. In examining how the meaning of such legal concepts as "burglary," "trespass" or theft were used in the language of computer crime prosecutions, Kerr noted how the law had not kept up with technological change. Further, as Tien (2003) has argued, the laws and law enforcement techniques used in combating computer crime were a form of "architectural regulation," in which the resources of commission of crime are prohibited or criminalized, and regulation becomes embedded in context and equipment, not rules and behavior.  This would be akin to criminalizing, confiscating, or regulating the use of pencils and paper, because they can be used to calculate odds in illegal gambling. New and untested legislation originally passed to combat drug use and racketeering gave enforcement agents considerable legal power to monitor, search, seize property, and prosecute hackers. U.S., including use of the RICO Act, originally intended to prosecute organized crime (Cooley, 1984).  Supreme Court decisions (e.g., U.S. v.  Monsanto (109 S.Ct. 2657, 1989, and Chaplin v. Drysdale (109 S.Ct. 2646, 1989), provided police with considerable power to confiscate as potential evidence any private property that they could claim may have been used in a crime.  

One example of aggressive confiscations occurred in 1990 Austin, Texas, as part of what became known as the Bill‑Cook/LoD cases.  The offices of a science fiction and fantasy games publisher, Steve Jackson Games, was raided, and federal agents confiscated equipment, files, game manuals, and other company resources with no subsequent arrests or indictments (J. Schwartz, 1990).  An employee of the company was alleged to have engaged in hacking from his home personal computer, but Secret Service agents assumed that the product of the company‑‑because of the nature of its fantasy games‑‑was part of the hacking "scheme". The confiscation nearly led to the company's bankruptcy. The company later successfully sued the Secret Services in a highly publicized case, settling for about $50,000 (EFFector Online, 1993; Meyer, 1990).

The Steve Jackson Games case illustrated the standard procedure of law enforcement to confiscate a broad range of electronic equipment.  During the period, post‑raid documents and press releases indicated that law enforcement agents commonly removed not only computer equipment, but VCRs, audio cassette players and tapes, computer modems and terminals, computer and electronic manuals, notebooks, and even school computer homework. To many observers, these excessive searches and seizures constituted harassment and an abuse of law enforcement power. Even when many of targets of raids were not prosecuted, or the suspects neither arrested for nor charged with computer crimes, the equipment was kept indefinitely.  Some public access systems seized in the Bill Cook cases, such as JolNet public access system in Lockport, Illinois, or Ripco in Chicago, as well as friends or acquaintances of suspects, had considerable electronic equipment confiscated. Ironically the JolNet computer administrator who had alerted Federal authorities to possible hacking activity in 1988, was nonetheless himself also raided, computer equipment confiscated, and no subsequent charges filed ("Forgotten Victims, 1992).  Although victims of confiscation could petition to have their property returned, the process was time consuming.  The legal costs were excessive and often exceeded the value of the equipment. When the equipment was returned after several years in police custody, it was obsolete and of little value.  In effect, the legal process was used to impose economic hardship and other punishments on those never convicted of,  or even indicted or arrested for, a crime.

Law enforcement agents thought they wore the white hats as they pursued the evil‑doing hackers 

across the electronic frontier in an attempt to bring justice to cyberspace. Ironically, their hyperbole in defining "evil," their excesses of enforcement and prosecution, and the consequences of their actions to which they appeared indifferent, raise many of the same ethical questions as do the behavior of the hackers.

(M)alice in Wonderland:  The Example of "Knight Lightning"
Even after the hacker crackdowns of 1989‑1990 and the exoneration of most of those who had 

been arrested, the indelicate dance between social forces of "good" and "evil" continued relatively unchecked in the rhetoric of law enforcement.  Consider the example of the "Bill Cook/Legion of Doom (LoD)" cases, named after the Chicago Federal prosecutor who pursued the best‑known and most skilled hacking group, Legion of Doom, and others in early 1990.  These cases began in 1988, when the Secret Service started an investigation of documents stored on a public access computer system that a suspicious system administrator reported to federal agents.  The documents were alleged in the Federal indictment to be proprietary E911 files and documents worth $79,449 stolen from the BellSouth telephone company.

Craig Neidorf (aka Knight Lightning), a 20 year old University of Missouri college student, was 

indicted in Federal court in Chicago in 1989, accused of colluding with the LoD by transferring 

the documents around the country to other hackers as a trophy.  It appeared that the U.S. Secret 

Service had smashed a dangerous ring of well‑organized computer criminals.  In the press release describing the actions of Neidorf and others, Federal prosecutor Ira Raphaelson raised the specter of extremely dangerous criminals who put the commonweal:

       People who invade our telecommunications and related computer

       systems for profit or personal amusement create immediate and

       serious consequences for the public at large.  No one should be

       made to suffer loss of life or severe injury as a result of

       hackers who have compromised emergency networks. The

       telecommunications industry and law enforcement community have

       become attentive to these crimes and those who choose to use

       their intelligence and talent to disrupt these vital networks

       will find themselves vigorously prosecuted.  (US Department of

       Justice Information Release, 1990).

The rhetoric was impressive.  In reality, however, it was revealed early in the trial that the "stolen" material constituted little more than a manual easily available to the public for under $13. It was also revealed that Neidorf was not himself a hacker, but rather the co‑publisher of PHRACK, an electronic newsletter in which hackers shared information (see http://www.phrack.org). In a humiliating defeat for the government, the charges against Neidorf  were withdrawn before the government had finished presenting its opening arguments in the trial.

Futurist Alvin Toffler reputedly said that the future arrives to soon, and in the wrong order. The 

comuter revolution of the 1980s arrived and evolved faster than our social understanding, legislative responses, or law enforcement strategies could  match for a smooth transition.  This "techno‑crisis" resulted in the redefining of normative, ideological, and information boundaries, and law enforcement agencies assumed responsibility for controlling the disruption by applying old concepts to new behaviors as if they were seamless.  In a turf battle that makes sense mostly to bureaucratic insiders, jurisdiction for the prosecution of hacking and related computer offenses that crossed state lines was given to the Secret Service, while the FBI retained jurisdiction over computer crime that raised a Federal question, such as bank fraud (CuD, 1990).  Like other law enforcement agencies, the Secret Service was ill‑equipped both in technological expertise and in understanding the culture of the new breed of "cyber‑criminal" (Barlow, 1990b). As a consequence, they tended to employ the same metaphors of "evil" and the same criminal procedures used for more serious predatory crimes.  The mobilization of federal and state agents against hackers nurtured the moral panic in which hackers were symbolically transformed into ": of the sacred moral order.  Hackers were pursued not only for what they did, but also for the stigmatizing signs they bore, and the demise of the golden age of hacking began.

                            1990: THE CRASH OF THE GOLDEN AGE
Always, golden ages end. Nearly always, the decline is gradual, precipitated by growing instability, internal schisms, external pressures, and an inability to adapt to a changing environment.  However, the end of a golden age does not necessarily mean the end of a culture, As a new one, albeit qualitatively different, emerges from the ashes of the old. For the computer underground, the transition marked not only a type of "coming of age," where the indiscretions of youth and exuberant exploration were replaced by the often forced acceptance of legal responsibility for their actions.  It also reflected a transition within the culture, which in some ways imploded under the weight of its own successes (or, as some would say, excesses).  But, it also fell before the invasion of the culture by a horde of new technologically‑savvy (and not so savvy) people, young and old, with an array of different talents, intents, and backgrounds.  So, rather than the gradual decline that typifies historical eras, the Golden Age of the hacker subculture that began in the mid‑1980s ended abruptly in 1990.

Many factors contributed to the decline, but two dramatically caught the public eye and serve as 

signposts for demarcating events of the time.  The first was the Internet worm unleashed by Robert Morris in November, 1988. The second was the "Hacker Crackdowns" beginning 14 months later, typifying the LoD, Steve Jackson games/Operation Sun Devil, and other arrests.

In November, 1988, Robert Morris, a Cornell University computer science graduate student inadvertently released a self‑propagating worm onto the Internet, which replicated itself and immobilized an estimated 6,000 computers world‑wide.  The incident was symbolic, because it gave wide‑spread public visibility for the first time to a dark side of computer hacking, illustrating the dangers on the cyber playground.  The estimated costs for dealing with the worm allegedly ranged from $200 to $53,000 on each server (Kehoe, 1994; "Worm Case Outlined," 1990).

Ironically, Morris's sentencing in January, 1990, coincided with the Legion of Doom/Lod arrests, which again brought hacking into the national spotlight.  Although there had been arrests of hackers in the 1980s, The LoD cases were, to that time, the most dramatic.  The Secret Service began the investigation in late 1988 in the belief that they were thwarting serious criminals.  As Bruce Sterling observed in his definitive history of the crackdowns:

       The Chicago Unit [of the U.S. Secret Service], like most everyone

       else in the business, already knew who the bad guys were: The

       Legion of Doom and writers of Phrack. The task at hand was to

       find some legal means of putting these characters away (Sterling, 1992: 109).

Secret Service agents arrested a few highly active  participants in the computer underground, but  more significantly, they raided and closed dozens of BBSes and confiscated their equipment. Most never resumed operations. Despite the relative innocuousness of the alleged crimes targeted in the LoD case, the subsequent media attention created a fatal image problem for hackers, which they recognized and attempted to address (O'Connor, 1989).

The third major raid, Operation Sun Devil in May, 1990, was arguably the most visible of the hacker busts.  Spearheaded by Maricopa  County, (Arizona) prosecutor Gail Thackeray, Sun Devil was triggered not so much by hackers, but by credit and phone card fraud and abuse (Sterling, 1992:  153‑154). Like the LoD cases, although there were no significant arrests or convictions, the impact was the same. Many "hacker boards" closed, and others shifted to less controversial content. With the Legion of Doom/Sun Devil raids and subsequent media attention, the visibility of the computer underground and the frequency of their technological intrusions created an image of bands of cyber‑terrorists roaming the electronic frontier.  While the imagery, of course, was grossly inaccurate, it nevertheless contributed to the control ethos that dominated law enforcement and gained credence in public perceptions.

                                WHAT CHANGED? THE TRANSITION
Although the hacker crackdowns may have ended the Golden Age of reasonably unfettered hacking, they failed to end hacking.  BBSes declined as rapidly as the had emerged. Between 1989‑1994, the estimated number of BBSes exploded from about 5,000 to nearly 50,000, but by 1999, the number shrank to about 4,000 (BBSLIST, 2003). A new breed of young, less proficient hackers flourished on IRC, Web sites proliferated logarithmically with the introduction of Web browsers such as Mosaic (1993) and Netscape (1994), providing the final death knell to dial‑up BBSes. Now, anybody could make music, text, and video files and software programs accessible for downloading by anybody any place in the world. A Google search of homepages turns up not only hacker cites, but also cracking programs of varying degrees of sophistication that enable unskilled users to break into unprotected computer systems.  Cyberspace was no longer an invisible, unsettled "electronic frontier." It grew into a populated and still‑evolving world community.  Although figures vary, In 1995, there were between 16‑26 million people online worldwide.  About 18 million computers users were online in the U.S. In 2002, this had surged to over 580 million computer users online, with over 165 million of them in the U.S. (NUA, 2002a, 2002b).

Nissenbaumm (2004: 199‑200) correctly observes that the demise of the "golden age" and subsequent transition was shaped by changes in the hacker culture and separation from the original ethic, increased security, successful demonization of hackers, and a change in the broader cultural values that reflect less tolerance for celebrating "outlaw" behaviors. No single factor alone was responsible for the demise of the "golden age" or for the change in the hacker ethic, but several factors contributed to the demise.

First, adults discovered the commercial value of the Internet for in‑your‑face spam (e.g., Cantor and Siegel, 1994), commercial enterprises, and other activities. Youthful rebellion was replaced by a more conventional youth culture of mischief and posturing, in which hacking was less about learning and developing skills as about rebellion and cultural (rather than technological) identity. Second, the learning curve for hacking as problem‑solving increased dramatically, PC and server security procedures tightened, end‑users were somewhat more cautious in protecting their accounts, and the public became more aware of the harms of hacking. Even former members of the Legion of Doom joined the security industry when two former leaders founded the short‑lived ComSec Data Security company in 1991 to provide consulting services to businesses and others (ComSec, 1991). Third, the influx of newcomers into the hacker world signified a decline of the original hacker ethic and an increase in the rebellious, but untalented "script kiddies/kidz" who depended on pre‑programmed software that occasionally allowed intrusion, but did not require significant, if any, knowledge of computer hardware or programming. Fourth, the dark side of hacking spread to include virus writers who periodically engaged in competitions, and a proliferation of Internet scams, spams, and other creative fraudulent schemes.  Finally, the most notorious hackers of the 1990s were arrested with considerable fanfare. Among them, Kevin Mitnick, the best known and certainly most demonized, was arrested, hunted, re‑arrested, and convicted. His exploits created media‑mania, and he was the focus of several high‑profile books, including Hafner and Markoff (1991),  Shimomura and Markoff (1996), and Littman (1996).  Len Rose, a.k.a. Terminus, was imprisoned in October, 1990 for "computer tampering," even though his offense constituted little more than unauthorized downloading of Unix system software from Unisys, his employer.

Hacking continues, hacker conventions still occur, youthful hackers still exchange information in various forums, an underground culture moves on, and there are numerous "hacker homes" on
the web of varying degrees of quality (Schwartau, 2000:  450‑451).  But, in many ways, Kevin Mitnick's final arrest in 1995 after breaking into The Well and other systems, symbolized the end of an era of high profile hackers who typified a culture that, like the cowboys of the old west, faded away.  Law enforcement agents, as the saying went, "took a few hits off the clue bong" and realized that youthful hackers were not a serious threat, and they moved on to more serious computer crimes. 

Although the culture has changed, splintered, and partially dissolved, the ethical issues underlying the early days of hacking remain of interest. They provide a lens through which to view not only forces that spawned and ultimately destroyed the original culture, and also direct attention toward more sophisticated attempts to merge hacking and ethics.

Enter Hacktivism
As other contributors to this volume describe, hacktivism has emerged since 1998 as an activity that combines hacking with political activism. Although the term was reportedly first used as a glib neologism by Cult of the Dead Cow (cDc) veteran "Omega" (Ruffin, 2004), Ruffin and others began using the term in their writings, and hacktivism 

homepages emerged (e.g., http://www.thehacktivist.com).

Although the term "hacktivism" is relatively knew, the ethic is not. Some observers attribute the origins of hacktivism to John Perry Barlow (Delio, 2004), expressed in his manifesto "A Cyberspace Independence Declaration:"

        "Your legal concepts of property, expression, identity, movement, and 

      context do not apply to us. They are based on matter, There is no matter 

       here" (Barlow, 1996).

However, the origins of hacktivism as a moral imperative arguably began earlier in the 1980s, grounded especially in hackers who gravitated around ATI and cDc. ATI, founded by "Prime Anarchist" and co‑edited with "Ground Zero," who, along with Susie Thunder and super‑cracker NotSoHumbleBabe, was one of the few visible women in the hacker world. While usually reflecting more of an inchoate anarchical spirit than well‑developed political analysis, the ATI  participants often advocated hacking as a way of subverting political power.

However, of all the groups of the 1980s with a political awareness, perhaps the most sophisticated, albeit frenetically disjointed and politically‑influenced, writings came from Cult of the Dead Cow, with it's periodic articles and dial‑up BBS. cDc became a focal point of young anti‑establishment hackers, satirical writers, and others who used the platform to challenge everything from pretentious highschool cliques, politics, and social norms, to what was perceived as societal hypocrisy. Advocating hacking, social disruption, and resistance to authority, cDc developed a following that remains viable to the present (see http://www.cultdeadcow.com). Out of this sprang hacktivism.

A second group of hackers also emerged in the 1990s. Making a distinction between "black hat" hackers, the "bad guys," this group referred to itself as "White hat" hackers who used their skills for ethical ends:

      Good‑guy hackers‑‑known as "ethical" or "white hat" hackers‑‑are part 

      of a fast‑expanding and cocky breed of security troubleshooters 

      delivering a blunt message to U.S. companies. With malicious hacking on 

      the rise, corporate computer networks increasingly linked to the Internet 

      are as easy to penetrate as fists punching through Jell‑O (Trigaux, 1998).

1. These two groups and others like them illustrate how the original computer ethic has evolved in one direction that moves beyond simply hacking for the sake of knowledge to acknowledge Marx's dictum in The German Ideology:  "Philosophers have only interpreted the world in various ways; the point, 

however, is to change it."

                                              THE ETHICAL PARADOX
The term "ethics" tends to be used rather loosely, especially when applied to the "hacker ethic." The early system of "hacker ethics" tended to focus less on ethics as "doing the right thing" and more on the consensual norms and practices of hackers.  In a brilliant little volume, Himanen (2001) argues that the original (or "true") hackers, those who pushed the limits of exploration for the sake of learning, were simultaneously creating a new work ethic.  Knowledge and human gain, not avarice, drove hacking.  Hackers were driven by joy, passion, and enthusiasm (Himanen, 2001: 2‑6).  They were motivated by social worth and openness.  There was reasonable consensus within the subculture on fundamental principles that ought not be violated and fundamental outcomes that ought avoided.  For example, intruding into systems was not inherently wrong as long as no damage was done and no predatory behaviors occurred; hacking empowered the individual; the "hands‑on" imperative was the best way to learn; authority should be mistrusted; and "knowledge wants to be free" were mantras passing as ethical precepts. Law Enforcement "ethics," by contrast, were‑‑on the surface‑‑driven by the ostensible need to protect the commonweal, staunch illegal behaviors, and enforce the "rule of law." Indictments invariably included the pro forma script, "Today we have sent a message" that illegality would not be tolerated and would be fully prosecuted. Yet, their methods, like those of hackers, often seemed less benign.

At the core of the so‑called "hacker ethic" ostensibly lies a utilitarian ethos in which the outcomes of hacking, on balance, outweigh the costs of intrusion. As a consequence, the outcomes of identifying security flaws, subverting the private control of information, and personal technological and intellectual development all contribute to a broader social good that trumps the restrictive and destructive laws or counter‑ethical principles that would challenge hackers' activities.

In some ways, law enforcement was the obverse side of hacking.  If hacking in the Golden Age

reflected individualism and self‑gratification, law enforcement reflected slavish adherence to rules, often attempting to impose meanings and definitions on behaviors that were at best  inappropriate, and at worst incomprehensible. In pursuing hackers under the "color of law," they routinely engaged in behaviors that, while legal, led to consequences that raised a significant ethical issue: Those charged with protecting the public by enforcing rules produced harmful outcomes.  As suggested above, this occurred in many ways.

First, the extreme rhetoric of law enforcement created images that, at best, were distorted and 

inaccurate, and at worst a grotesque fabrication of the nature and extent of a potential social harm.  On the surface, this might seem a minor peccadillo. But, when those with the power to define the world in ways that become part of an official and public set of distorted definitions and images, their rhetoric arguably becomes a mechanism for excessive social control and abuses of power. In some ways reminiscent of the youth counterculture of the 1960s, cyberspace became a cultural battleground over meanings and images, and those meanings were in turn translated into a process of stigmatizing "social deviants" and bringing the full force of law enforcement apparatus to bear. For those who prefer truth to lies, distortions created to exaggerate minimal threats subvert the integrity of law enforcement and feed public cynicism.  Noble intents then lead to ignoble behavior.

Second, law enforcement agencies, especially in operation Sun Devil, relied on informants to apprehend suspected hackers. While no significant prosecutions emerged from this practice in the 1990 raids, it raised the question of the ethics of undercover operations. Marx (1988) has argued that covert police operations are not only unethical, but a fundamental threat to civil liberties and an ironic subversion of the social fabric it intends to protect.  While perhaps on extreme occasions necessary, informants and covert surveillance contribute to the creation of a "maximum security society" in which public trust both in law, law enforcement, and other citizens diminishes.

Third, language becomes debased as old definitions are forcibly applied to situations in which it might not apply. For example, translating concepts such as "theft" and "breaking and entering," which refer to physical violations of property, do not so easily apply in cyberspace. Whatever the harms stemming from software piracy, the original owner (the author) retains the property. Breaking and entering entails physical intrusion, and unauthorized access to computer systems does not bring with it the physical dangers associated with violent intrusions.  Prosecutorial and media rhetoric and hyperbole drawing from old metaphors applied to conventional offline felons, such as "cyberterrorists," "cyber streetgangs," or "saboteurs" simply does not correspond to the hacker behaviors targeted.

Finally, the threat of hacking and related behaviors led to proposed federal legislation‑‑some successful, some not‑‑that attempted to restrict electronic speech, impose unreasonable penalties for a broad definition of copyright violations, reduce online privacy, limit the encryption of electronic communication, and increase the scope of law enforcement access to users' online activities. Conflating ethical principles with legislation, institutional policies, or basic courtesy norms as if the same obligations were owed each dilutes the power of ethical principles by making "thou shalt nots" equivalent to "don't wear grunge to the opera." The result is a weakening of the foundation of fundamental standards for all behavioral standards, including computer‑centered activity.

                                                         CONCLUSION
This discussion has not really been so much about cyberspace as about rhetoric, social control, ethics, and witch hunts.  My intent has been to suggest that the complexity of hacking behavior and law enforcement responses to it illustrate some of the ambiguities underlying any set of definitive principles of right and wrong.   The transition to an information‑oriented society dependent on computer technology has created new symbols, metaphors and behaviors. In creating identities and images that played on themes of revolution, anti‑authoritarianism, and lawlessness, hackers entailed risks by acting on the fringes of legality and substituting conventional definitions of ethical behavior with their own. In so‑doing, they challenged authority by exploring and expanding the limits of techno‑culture while resisting the legal meanings that would control such actions. The celebration of anti‑heros, re‑enacted through forays into the world of computer programs and software, reflects the stylistic promiscuity, 

eclecticism and code‑mixing that typifies the postmodern experience (Featherstone, 1988: 202). Rather than attempt to fit within modern culture and adapt to values and definitions imposed on them, hackers mediated it by mixing art, science, and resistance to create a culture with an alternative meaning both to the dominant one and to those that observers would impose on them and on their enterprise.

We return now to "who cares?"  As Hegel (1973: 13) observed, "The owl of Minerva spreads its wings only with the falling dusk," meaning that new understandings tend to occur as black and white "truths" dissolve into grey, and old issues must be revisited. Although the golden age of hacking and the responses to it passed over a year ago, several contemporary lessons emerge as we reflect back.  First, the evidence suggests that law enforcement over‑reacted to a potential social problem. Second, both the rhetoric and the nature of the responses created an ethos that attempted to justify law enforcement surveillance and control of  a dramatically expanded variety of computer deviance, ranging from relatively benign software and artistic piracy to the more extreme predatory crimes. In doing so, there was the tendency to elide minor and serious offenses. Third, the rhetoric provided public support for crackdowns on a variety of other forms of computer concerns, including pornography, indecency, and forms of speech protected offline. Fourth, in the current ethos of fears of international terrorism and domestic computer crime, the rhetoric of law enforcement in many ways resembles that used to justify the witch‑hunts against hackers. In the context of the Federal Anti‑terrorism Acts and the more recent Patriot Act, which expand the powers of law enforcement to loosely define "terrorist activity" and monitor and detain U.S. citizens, the ethical consequences of law enforcement behavior should be 

carefully balanced with the goals they purport to attain.

Gary Marx (1988) reminds us that democracy is lost not by assassination from ambush, but by a slow extinction from apathy, indifference, and undernourishment. Failure to recognize how current attempts by the state to control the possession and use of new information technology will surely place free  inquiry on the endangered species list.  The broader issue raised here is not so much whether the hackers' behaviors were wrong, but where the lines lie between right and wrong, and how the line is defended.
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